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Attacks with any of these three outcomes may have 
secondary effects beyond the boundaries of the targeted 
system. A changed sensor reading can mislead a con-
troller to determine that a heating element needs to be 
activated, causing the system to overheat and sustain 
physical damage. Attacks can be delivered (whole or 
in part) outside of the targeted system proper as well, 
whether via a human clicking on a malicious e-mail 
attachment, some electromagnetic means of interfering 
with the system’s operations, or a backdoor implanted 
at the factory where components are manufactured. 
Responses to the attack may also be best handled out-
side the cyber domain. Since mission resilience is para-
mount, other means of achieving the mission, such as 
physically enacted operations or out-of-band parallel 
systems, must be considered and used.

A HOLISTIC APPROACH TO RESILIENCE AGAINST 
CYBERATTACK FOR MILITARY SYSTEMS

Two foundational strategies underlie our recom-
mendations for maximizing resilience: increase the cost 
for the adversary to attempt and accomplish an attack 
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less of the attack. Redundant and diverse paths for mis-
sion functionality decrease the chances that one attack 
can be accomplished against all paths simultaneously. 
Recovery of components to a known, good state should 
also be part of the design, if possible as part of the mis-
sion timeline. This is an area where virtualization of 
components may have distinct advantages when high 
availability is required. We would also highly encourage 
exploration of reconstitution approaches, where gold-
standard spares are quickly available or redundant sys-
tems can be quickly incorporated to perform the mission 
when another is attacked. Certainly, these options all 
depend on the situation and context of the operational 
requirements, but incorporating them into the trade 
space may show highly efficient and secure alternatives 
to building a super-hardened system.
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diversity of parts, and security of transportation and 
storage will all increase the costs and effort required of 
an attacker.

Last, but certainly not least, the technical specifica-
tions (and those of operations) of a military component 
are a treasure trove for an adversary. Since military sys-
tems are tightly regulated in terms of their design, their 
variation, and their conditions or operation, knowing 

exactly what their attack path will be, what the system 
has (and does not have) in terms of protections, and how 
the warfighters will interpret any fault or error makes 
designing an attack plan much simpler (and cost effec-
tive). Protecting the system as you build it, ensuring that 
specs, plans, and manuals are not easily obtained or 
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